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FAQ 725127 - Securing SQL login in the Profile 10.x environment - Version 01
Symptom

If the SQL login in your system has an insecure password, we strongly recommend that you change it. From a security
point of view, the password should have at least 16 digits.

In the following, we provide you with guidance regarding where changes need to be made. Please contact your Procad
project manager or PROCAD Support in case of ETOR installation and don’t do the changes on your own.
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Solution

Change database user and password

For security reasons, PROCAD recommends using secure login data for SQL access. Please also note the
possibility of authentication via Integrated Security which exists from PRO.FILE 10.4 SP14. The instructions for
this can be found in the corresponding release notes.

This chapter describes the steps necessary to access the PRO.FILE database via another user. In these
instructions we use the user " profileservice" as an example. This user must be entered as a user in the
"profileservice" database. After successful conversion, the user "anw" can or must be deleted or the insecure
password must be changed to a secure password.

1. Start SQL Server Management Studio and log in as a system user.
2. Open the "Security" -> "Logins" section.

3. Select the "New Login..." function in the context menu.
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4. Inthe "General" menu item, create the "profileservice" user with "SQL Server Authentication" and the

default database "profile".

5. After that, the user profileservice must be assigned the role "public". This is done in the "Server roles"
area. The Sysadmin authorization is not necessary for our scope of delivery. If the Sysadmin
authorization is not assigned, it may be necessary to set additional rights explicitly for more complex

profile installations.
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E Login Properties - profile i ;[EIE’
Selecta page S Script L’j Help
2 General
2 Server Roles Server role is used to grant server-wide security privileges to a user.
1% User Mapping
2 Securables
L& Status Server roles:
[] bulkadmin
[[] dbcreator
[[] diskadmin
[[] processadmin
[w! public
[] securityadmin
[] serveradmin
[ setupadmin
[[] sysadmin
[ —
Server:
vm-wo-password
Connection:
sa
37 View connection properties
Ready
[ ok | concel |
A

6. Under "User Mapping" enter the user "profileservice" with the default schema "dbo" in the database
"profile". The roles "db_owner" and "public" are assigned to him in the database "profile".
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7. Confirm the creation of the user with <OK>. The user "profileservice"

logins as well as among the users of the database "profile".
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8. Inthe last step, the user "anw" is removed from the "profile" database. Here it must be noted whether
the user "anw" still owns schemas in the database; these ownerships must be deleted.
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PRO.FX-AppServer ProfileConfiguration.xml customize

In the file ProfileConfiguration.xml (%ALLUSERSPROFILE%\Procad\PROFX) the tenants (clients) are listed with
their access data. A changed password must be entered here in encrypted form.
[ Setup Template_ProfieConfiguration xml £ |

$ALLUSERSPROFILE%\Procad\PROFX<?xml version="1.0" encodin
Bl<appServerConfiguration>

ShowErrorDetails="LocalOnly" Sexrvice

onfigurationSet>
B <TenantConfigurationSet>

<DefaultConfiguration WatchDogEnabled="false" WatchDogInterval ="30" />

"MYTENANT"
true"
MYSERVER\MYINSTANCENAME"

<Configuration T
P

crypt (61885967E46CFDD2) "

"MYDEFAULTFILESERVER" De:

MYDEFAULTCACHESERVER"
E: led="true" MaxF:

[Password:
Def. tF.

orInterval="MYESCALATIONINTERVAL" /3

I </TenantConfigurationSe

“</AppServerConfiguration>

Note: Procrypt2

Starting from 10.4 SP14 they can encrypt the password for the ProfileConfiguration.xml
also over the program Procrpyt2 by means of AES 256. Follow the instructions of
Procrypt.exe, but use the program file ProCrypt2.exe. You can recognize the new
variant of the encrypted text by the addition AES256 in the text. Example
crypt(AES256 :XXXXXXXX)

1. Encrypt the text "{your password}" with the program "procrypt".

E¥ Windows PowerShell

S C:\Program Files (x86)\procad\Profile_App_Server> .
[[nput text: =www=s -
erify text: -

rypt (8D8FE1615CC698EDF363407A72400EB5)

PS C:\Program Files (x86)\procad\Profile_App_Server> .
rypt (BAGEB2A9AD0144E7)

procrypt. exe

procrypt. exe password

PS C:\Program Files (x86)\procad\Profile_App_Server>
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Note: Encrypted password on the clipboard

After successful encryption with procrypt, the string is automatically in the clipboard
and can be copied from there into the file "ProfileConfiguration.xml".

2. Open the "ProfileConfiguration.xml" file with a text editor (e.g. Notepad) and paste the encrypted
password from the clipboard into the corresponding line.

3. Save the changes.

4. Restart the Internet Information Services (lIS).
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Licensing service
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The adjustment of the keys for the license service in the registry is no longer necessary under 10.x.

Service AP

You can check the configuration of BizTalk in the BizTalk Administration Console.

&
Datei Aktion Ansicht ?

e x| H

| Console Root
v [} BizTalk Server Administration
~ [ BizTalk Group [VM-MIM-SRV-BT:BizTalkMgmtDb]
v & Applications
] <Al Artifacts>
& BizTalk.System
[E] BizTalk Application 1
v [[] GeneralOrchestration
&7 Orchestrations
A Role Links
[ Send Port Groups
B-] Send Ports
IB] Receive Ports
23] Receive Locations
5] Policies
&1 Schemas
5] Maps
%] Pipelines
(3] Resources
(] Parties
v [} Platform Settings
57 Hosts
£ Host Instances
B Servers
6] Message Boxes
B Adapters
@ Ereignisanzeige (Lokal)

B] Send Ports

Name

B+ POMRequestsP

B+ ERPRequestResponseSP
i ProfiemporSP.

B ERPRequestEmorsP

B+ EndMessagesP

B+ weisen B

B samte _

B+ Procad | Trenspot Advanced Options
Backup Transport

Inbound Maps

Outbound Maps

Fiters

Certificate

Tracking

Dependency Statistics:

Used by:

B- Debugi | General

Export SmartFolders in XML
Language ERP_SERVER
Schema static

v PRO.FILE Database

Description: PRO FILE Tenant Name Profile

v Trace seftings
Tracelevel ermor
v Tuning Parameters

PRO.FILE Tenant Name
Enterthe PRO.FILE Tenant Name (defaut: Profile)

SmartFolders will be ignored.

Status URI Transport Type Hande
© Ssated C:\ExchangeDinPDMRequest\%So... FILE BizTak
O Sated C:\ExchangeDif ERPRequestRespo... FILE BizTak
¥ Stated import_Profie PROFILE import BizTaH
O Sated C:\ExchangeDin ERPRequestEmr...  FILE BizTak
O Sated C:\ExchangeDinEndMessage\%Me... FILE BizTak

BizTak
BizTak
G | BaTek
Name: [ |
Potttype: Statc Solict-Response
Transport
Select a transporttype and transport address below
Type PROFILE Import v
URI:
PROFILEImport Transport Properties X
Send hander: B
Properties
— B 8
Send pipeline: Ellt M‘, ——
1 [ Endpoint Configuration
Receive pipeline: E Convert UTCtime to local time 1

Hife

On the computer with the BizTalk installation you have to adjust the file
C:\ProgramData\PROCAD\PROFX\ProfileConfiguration.xml. The new password must be entered encrypted.

Details about this are described in chapter "PRO.FX-AppServer ProfileConfiguration.xml anpassen" in detail. A
restart of the IS is not necessary. A restart of the BizTalk and the Service API are necessary.
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ERP SERVER (BizTalk Server)

The changes are made via the ProfileConfiguration.xml file (see chapter "PRO.FX-AppServer
ProfileConfiguration.xml anpassen"). However, the file may need to be customized on a separate computer.

Autovue Server

No adjustments are necessary on the Autovue server.
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Reports

The Report Server configuration is customized via the Report Server Configuration Manager. It is recommended to use
a separate sql account and not the one of the PRO.FX AppServer.

The first step is to change the credentials of the Excecution account.

5% Report Server Configuration Manager: BSmi: sy s

Report Server Configuration Manager

Connect
2 Report Server Database
The report server stores all report server content and application data in a database. Use this page to create or
et J change the report server database or update database connection credentials.

#9 Web Service URL Current Report Server Database

Click Ch: database to select a different database or create a new database.

.

SQL Server Name: S—
© web Portal URL Database Name: ReportServer
Report Server Mode: Native

) E-mail Settings Change Database

[ Execution Account Current Report Server Database Credential
The following credentials are used by the report server to connect to the report server database. Use the options below to choose a
@ different account or update a password.
#. Encryption Keys
Credential: SQL Account
24 subscription Settings Login: =
password:  essssssesss
(Gl Power BI Service (doud) Change Credentials
Results

Copy

Exit

The credentials of the data source must be adjusted as below:

1. Open the Reporting Services Portal web page

A printout is an unauthorized copy! Pagel11/16 Augll,2023

PROCAD GmbH & Co. KG Tel.: +49 721 9656-5

Vincenz-PrieRnitz-Str. 3
D-76131 Karlsruhe
Germany

Fax: +49 721 9656-650
info@pro-file.com
www.pro-file.com

PROCAD Inc. USA

500 Lake Street
Minneapolis, MN 55331
info@procad-int.com

PROCAD GmbH & Co. KG - HRA Mannheim 104163 - VAT-ID DE164688179 - General partner: PROCAD Verwaltungs GmbH
HRB - Mannheim 106795 - Executive director: Marc Maurer, James Contardi, John Mills



( P\ PRO.FILE
-’

PROCAD Support Portal

¥ Report Server Configuration Manager: F'® r - - m] X
Report Server Configuration Manager
Connect
i Web Portal URL
7 PRODEV-APMASTER\SSRS
O Configure 2 URL to access Web Portal. Click Advanced to define multiple URLs, or to specify additional parameters on
=2, Service Account tieLRL.
A Web Service URL Web Portal Site Identification
Virtual Directory: Reports
! Database
URLs: i hittp:/A W Cw o W £ = .»/Reports Advanced
© WebPortal LRL https://feec _ 2¢ e provse.m.
-J E-mail Settings
[P Execution Account
%, Encryption Keys
[}, subscription Settings
() Power BI Service (doud)
Results
Copy
Exit

2.  Then open the data source:

M s

Fuplosd  [Tmanagefolder [ Ties v

PAGINATED REPORTS
.
]

DATA SOURCES.

3. Inthe data source configuration you now have to adjust the credentials.
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il SQL Server Reporting Services

Y Favorites [1 Browse

2 Manage profile

Properties Replace =~ [3Move [l Delete

Subscriptions Microsoft SQL Server v

Dependent items
Connection string Learn more

Securit , "
Y Data Source="(local)"; Initial Catalog=profile

Credentials

Log into the data source

O As the user viewing the report C
(® Using the following credentials
Type of credentials
Database user name and password v
User name
Password
I:] Log in using these credentials, but then try to impersonate the user viewing
the report Learn more
O By prompting the user viewing the report for credentials
O Without any credentials
Test connection
Apply Cancel
™\ '
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ETOR

For systems with an ETOR installation, you should not make the change on your own. Please contact PROCAD as
described in the cover letter.

Webdav

Webdav is changed via the configuration of the Service API. However, Webdav is installed on a separate machine if
necessary.

Applus

Applus DMS is changed via the configuration of the Service API. The Service APl is installed on the APPlus WebServer
and must be customized.

Pushrep

Pushrep is usually started via the pushrep.bat file. In a distributed scenario, this file is available on all computers with
an archive server. The storage location is individual and can be found out via the Task Scheduler. In the file
pushrep.bat the variable -I can be adjusted with the login. Alternatively, this can be passed via the prodbtab.dat file.

Document Loader

The Document Loader connects through a PRO.FILE user, so no customization is necessary.
Cold Loader

The Cold Loader connects through a PRO.FILE user, so no customization is necessary.
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Migration Provider

Open the Migration Provider. In the "SQL Server" tab, you can change the user name and password.

Parameter

Configure parameters

SGLServer CAD  Advanced
Server v dt-Ser 104
Database he_ntAgiNext 1040
User aw
Password e

ection succeeded Test connection!
3
Import tool

In the import tool, the user name and password are requested at startup. The changed passwords can be entered
there. Here, however, the use of Integrated Security (Use Windows Credentials) is also recommended.
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sy PRO.FILE Import - Database Connection - O X

Server Name i:roq_ssql

Dstsbase Name .[ﬂh-gm

[[] Use Windows credentials User
=
Pazssword
1 Frm

Test Cortinue Cancel

Other changes in other programs and data

Possibly further own programs must be changed over with them. These are usually:

e User-specific programs/KSE
e  User outputs
e  External ADO accesses to the PRO.FILE database

e SQL-Server - Linked Server accesses to the PRO.FILE database: If you transfer data from the PRO.FILE
database to other databases, the Linked Server concept of the SQL-Server is used here.
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